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1
Decision/action requested

This contribution proposes a solution for PC5 link establishment for UE-to-UE Relay.
2
References

[1]
TR 33.740 v0.2.0
3
Rationale

This contribution proposes a solution for secure PC5 link establishment for UE-to-UE relay to address the KI #2.
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR [1].
***** START OF CHANGES *****
6.Y
Solution #Y: PC5 link setup for Layer-3 UE-to-UE relay
6.Y.1
Introduction

This solution addresses the KI #2. This solution provides a mechanism to setup a connection between source and target UEs via the UE-to-UE (U2U) relay. This solution is a Layer-3 (L3) U2U relay solution and is based on the L3 user-plane UE-to-Network relay architecture specified in TS 33.503 [6]. This solution only describes the PC5 link setup procedure between the source/target UE and the UE-to-UE relay and end-to-end security setup between source and target UEs.

6.Y.2
Solution details
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Figure 6.Y.2-1:. Secure PC5 link establishment procedure for UE-to-UE relay

NOTE 1:
 In this solution, the source and target UEs, and relay UE are assumed to be provisioned with the discovery security materials when they are in coverage. Also, those security materials are associated with an expiration time, after which they become invalid. When the security materials become invalid the source/target UE needs to be in coverage to obtain fresh ones to be able to connect via relay.

Note 2:
The details of discovery security materials are addressed in other solutions addressing KI#1 in the present document.

0. The source UE, target UE and the UE-to-UE (U2U) relay get the discovery parameters and 5G Prose Key management function (PKMF) address from the 5G DDNMF and the discovery security materials from the 5G PKMF respectively. Furthermore, the source and target UEs can be provisioned with the security materials for end-to-end security setup by the PKMF. Both the discovery security materials and security materials for end-to-end security setup are associated with the RSC.
1a. The source UE performs the discovery procedure.

NOTE 3:
the discovery procedure is based on the solution of Key Issue #1.

1b.
The source UE performs a PC5 unicast link setup procedure with the UE-to-UE relay. The PC5 unicast link setup procedure is based on the procedure specified in clause 6.3.3.2.2 of TS 33.503 [6].
NOTE 4:
the timing of Direct Communication Accept message sent by U2U relay needs to be aligned with the SA2.
2. The target UE performs the discovery procedure and PC5 unicast link setup procedure with the UE-to-UE relay in the same manner as source UE.

3. The source UE and target UE establish an end-to-end IPsec connection via U2U relay if security materials for end-to-end security are provisioned by the 5G PKMF. To establish an end-to-end IPsec connection, the source UE and target UE may perform IKEv2 authentication using the keying materials provisioned in step 0. 
NOTE 5:
whether the end-to-end IPsec is needed is configured at the source UE and target UE by the 5G PKMF.
Editor’s Note: the needs of E2E security in L3 solution is FFS.
6.Y.3
Solution Evaluation

TBD.
***** END OF CHANGES *****
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